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Watermarking the Outputs of Structured Prediction with an application in Statistical Machine Translation. &-8%. ACL 2011.



Why Watermarking ?
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Dear friends,

— N . 1 ~H | '
i % [\ lj: . j?( :B q:l k g éﬁy ,‘ RN j E *jEQ *’m y 1_ H q:I j? J:F. k Last week, the White House announced voluntary commitments by seven Al companies,

as you can read below. Most of the points were sufficiently vague that it seems easy for
the White House and the companies to declare success without doing much that they
hY AS don’ t already do. But the commitment to develop mechanisms to ensure that users
> X2 = > N v i
J-C ﬁ. E 7 \ :t know when content is Al-generated, such as watermarks, struck me as concrete and
actionable. While most of the voluntary commitments are not measurable, this one is. It

offers an opportunity, in the near future, to test whether the White House' s presently
soft approach to regulation is effective.

= B {4k B 54714
E 7N { N 1 was pleasantly surprised that watermarking was on the list. It' s beneficial to society, but

it can be costly to implement (in terms of losing users).

° I ﬁg& 7 As | wrote in an earlier lettei; watermarking is technically feasible, and I think society
ormx -

would be better off if we knew what content was and wasn’ t Al-generated. However,
many companies won' t want it. For example, a company that uses a large language
model to create marketing content may not want the output to be watermarked, because
then readers would know that it was generated by Al. Also, search engines might rank
generated content lower than human-written content. Thus, the government” s push to

have major generative Al companies watermark their output is a good move. It reduces

2I'£ . ,t j( AI j E /u\ ['—J E =] 7? jj Al E}ﬂz W ﬁ//]\\ j]n 7J< EI'_' ;ﬁ; /;i -_\J'_-ﬁ- |E—:_I %%l\it ;E{%‘_%u %2 the competitive pressure to avoid watermarking.



Watermark

o FRIKEMFENBM D ARE:
1. JgAbIET (Post-process) | T ARIRBEAE/EEAN
2. BHR (Intergrate) | HAREMERMLIEFEAN

Waterniark Watermark Injection Timing

Information Post-process after LLM Generation Integrate with LLM Generation

One-Bit

Multi-Bits Natural Language Watermarking [7]

« KEIEEMEEE: o (:c)
1. ANOTRALIKEN: JKEDR e #F 1bit K952, BIXAKBE A or
2. OJZgRgsKED: JKENT] M #E T multi-bits AV 9] EFHLAVER

Black-Box Watermarking [6] LLM Watermarking [8]

Codable Text Watermarking for LLMs

1-bit information

This text is generated

by model/human.

20-bits information

This text is generated by
GPT-4 on June 6 by the
Administrator.



H %

Why Watermarking ?
K& ITIE

A Watermark for Large Language Models

. Provable Robust Watermarking for Al-Generated Text
*  Towards Codable Text Watermarking for LLM



A Watermark for Large Language Model

» EEHNKEKARETEHTEXK:

Lﬁé 1. £EIAR LLM API 53k %0 LLM £ o] [ 46 7K Ef]
& 2. REAFBHIMIG

3 BMEAMIAIRSE (=16 tokens) | 1A LUATIKED
o4 BIERIEERAERXA, KO ERBE

s SradKENRM, HHE R ESTHEZ-score

o {BUEMLN:
1. B1EaREEYL Y2 ) red list & green list
2. HRBrER, IEARBYEE () T ¥ token € green list
3. JKEDAMUBYER, Seit XA red tokens [ & green
tokens , 1TE Z-score3kffE /KE[

« Stanford 9 vicuna 13B v A T Ib EZR AY/K ENF A

arxiv.org/pdf/2301.10226.pdf. T B = K %, ICML 2023 Outstanding paper.

Prompt

..The watermark detection algorithm
can be made public, enabling third
parties (e.g., social media
platforms) to run it themselwves, or
it can be kept private and run behind
an API. Ws seek a watermark with the
following properties:

SUay 01 WnN

3100S-7

anjea-d

No watermark
Extremely efficient on average term

lengths and word freguencies on
synthetic, microamcount text (as little
as 25 words)

Very small and low-resource key/hash
(e.g., 140 bits per key is sufficient
for 99.9999599%999% of the Synthetic
Internet

56

31

38

With watermark
- minimal marginal probabkility for a
detection attempt.
— Good speech frequency and energy
rate reduction.
- messages indiscernible to humans.
- easy for humans teo verify.

36

7.4

be-14

Z-score>4 — HIKE]

p-valuei@id &Z-tablef5 %
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A Watermark for Large Language Models

« —MEME: FREFFERAKED

The quick brown fox jumps over the lazy dog for (i=0;i<n; i++) sumt=array|[i]

FIEENEE R ARENEFEE: SUERIVERRE 7 MBI RENHMCIES BRI

* AR KERFS?
« e.g. Barack > Obama ; ##F%> — KXKXME L
BELZEHDEELAHH prompt, EARBWNFIEVesERR? BEANEMRAY?
s BdE—— prompt IR KFEE L RETETRHNFIABTRMTA

s EEBEXAKSER 0#:
1. HESFMAERETHRUHOXER, Xo—EHLEME
2. ZERBESXXCARFIENKED, FashsEho] st S 585 FZE (PPL) & unexpected token By H IR

arxiv.org/pdf/2301.10226.pdf. T B = K %, ICML 2023 Outstanding paper.
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A Watermark for Large Language Models

o IRH2FMIKENTTE: Algorithm 1 Text Generation with Hard Red List
Hard Watermarking, Soft Watermarking Input: prompt, s(—Ve) ... s(=1)
fort =0,1,--- do

L ARIBAE ARSI TN T — A R ) I Apply the language model to prior tokens
\ . s\ Pl to get a probability vector p
2. RBEFIIERIE—TBEHE random seed over the vocabulary.

3. 1R#E random seed )4y green list 1 red list

2. Compute a hash of token s~ and use it to
4. R M green list F3i% token, ZH®E red list # token

seed a random number generator.

WEIFIhash_keyfe LLE5t-1 token fid 24 /& FEA LR
3.  Using this seed, randomly partition the vocab-

ulary into a “green list” G and a “red list” R of
equal size. torch.randperm R 4T HL i 3Kid, 4% LB 5y

4. Sample s®*) from G , never generating any token
in the red list.
end for

arxiv.org/pdf/2301.10226.pdf. T B = K %, ICML 2023 Outstanding paper.
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 Hard watermark #0: & HZ-testk #4545 |0
Ho: The text sequence is generated w
—7C
HEE R~ XAREZIKE]
BRI — U T KEN
* HpFES s B& T tokens, [s|gFR™s B
T/4, FBEFIILIHIGITE Z-score Ay

2 =2|sle — T/2) V1

« WMRz>4 (p-value=3 x 107°), MFELEIRIE,
pﬁiﬁ.ﬂﬁ—»’<ﬂ§ e LSTRE
« Hard watermarkingf§A B, B804 R
Obama, ZOEI AT Obama 7F red list 7, #&3

arxiv.org/pdf/2301.10226.pdf. & B = K==, ICML 2023 Outstand
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The table gives the cumulative probability

up to the standardised normal value z

Z
J L exp(-41%) d2
Plicz]=]fu

i.e.

0.00 0.01
0.5000
0.5398
0.5793
0.6179
0.6554

0.5438

0.6915
0.7257
0.7580
0.7881
0.8159

0.6950
0.7291
0.7611
0.7910
0.8186

0.8413
0.8643
0.8849
0.9032
0.9192

0.8438
0.8665
0.8869
0.9049
0.9207

0.9332
0.9452
0.9554
0.9641
0.9713

0.9345
0.9463
0.9564
0.9649
0.9719

0.9773
0.9821
0.9861
0.9893
0.9918

0.9778
0.9826
0.9865
0.9896
0.9920

0.9938
0.9953
0.9965
0.9974
0.9981

0.9940
0.9955
0.9966
0.9975
0.9982

3.00
0.9986

3.10
0.9990

(O f
U.02%Y

0.02

0.5040  0.5080
0.5478
0.5871
0.6255
0.6628

0.6985
0.7324
0.7642
0.7939
0.8212

0.8461
0.8686
0.8888
0.9066
0.9222

0.9357
0.9474
0.9573
0.9656
0.9726

0.9783
0.9830
0.9868
0.9898
0.9922

0.9941
0.9956
0.9967
0.9976
0.9982

3.20
0.9993

0.03

0.5120
0.5517
0.5910
0.6293
0.6664

0.7019
0.7357
0.7673
0.7967
0.8238

0.8485
0.8708
0.8907
0.9082
0.9236

0.9370
0.9484
0.9582
0.9664
0.9732

0.9788
0.9834
0.9871
0.9901
0.9924

0.9943
0.9957
0.9968
0.9977
0.9983

3.30
0.9995

P[I<2)

/

0.04

0.5159
0.5557
0.5948
0.6331
0.6700

0.7054
0.7389
0.7704
0.7995
0.8264

0.8508
0.8729
0.8925
0.9099
0.9251

0.9382
0.9495
0.9591
0.9671
0.9738

0.9793
0.9838
0.9874
0.9904
0.9927

0.9945
0.9959
0.9969
0.9977
0.9984

3.40
0.9997

0.05

0.5199
0.5596
0.5987
0.6368
0.6736

0.7088
0.7422
0.7734
0.8023
0.8289

0.8531
0.8749
0.8944
0.9115
0.9265

0.9394
0.9505
0.9599
0.9678
0.9744

0.9798
0.9842
0.9878
0.9906
0.9929

0.9946
0.9960
0.9970
0.9978
0.9984

3.50
0.9998

0.06

0.5239
0.5636
0.6026
0.6406
0.6772

0.7123
0.7454
0.7764
0.8051
0.8315

0.8554
0.8770
0.8962
0.9131
0.9279

0.9406
0.9515
0.9608
0.9686
0.9750

0.9803
0.9846
0.9881
0.9%09
0.9931

0.9948
0.9961
0.9971
0.9979
0.9985

3.60
0.9998

0.07

0.5279
0.5675
0.6064
0.6443
0.6808

0.7157
0.7486
0.7794
0.8078
0.8340

0.8577
0.8790
0.8980
0.9147
0.9292

0.9418
0.9525
0.9616
0.9693
0.9756

0.9808
0.9850
0.9884
0.9911
0.9932

0.9949
0.9962
0.9972
0.9980
0.9985

3.70
0.9999

Z

0.08 0.09
0.5319
0.5714
0.6103
0.6480
0.6844

0.5359
0.5753
0.6141
0.6517
0.6879

0.7190
0.7517
0.7823
0.8106
0.8365

0.7224
0.7549
0.7854
0.8133
0.8389

0,8599
0.8804
0.8997
0.9162
0.9306

0.8621
0.8830
0.9015
0.9177
0.9319

0.9441
0.9545
0.9633
0.9706
0.9767

0.9429
0.9535
0.9625
0.9699
0.9761

0.9817
0.9857
0.9890
0.9916
0.9936

0.9812
0.9854
0.9887
0.9913
0.9934

0.9952
0.9964
0.9974
0.9981
0.9986

0.9951
0.9963
0.9973
0.9980
0.9986

3.90
1.0000

3.80
0.9999
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A Watermark for Large Language Models

Algorithm 2 Text Generation with Soft Red List

* More Sophisticated: Soft Watermarking Input: prompt, s Vo) .. 51

« TEsoftmax BIEHMXE, FSEEZFRFRERRE, green list size, y € (0, 1) 4.6 — (0.25,2)

hardness parameter, 0 > ()

ERHRIEEEE FHERRE, 2EH ort =0,1,-. d

1. Apply the language model to prior tokens
s(=Np) ... 5(t=1) ¢ get a logit vector 1(®) over
the vocabulary.

1. 14> green # red listN A EBHZ 4, M2IREE v

2. Compute a hash of token s(t=1) and use it to

2. §PNERFERVE Y A logits @&, X7 tokens ¢ green list seed a random number generator.
. = . S
El\] lOgltS +0, B EiE‘ j(green tokens E/\]loglts : lﬁ:ﬁiﬁ 3. Using this random number generator, randomly

j(green tokens YT M2 partition the vocabulary into a “green list” GG of
size v|V|, and a “red list” R of size (1 — )|V]|.

4.  Add ¢ to each green list logit. Apply the soft-

N == S| A .
) ﬁ/lﬂ\u Bﬁﬁﬁ, XTJ-%:EE%:\%%IE £ 'L‘['E_Z-SCOI‘G. max operator to these modified logits to get a
probability distribution over the vocabulary.
2= (|sla —7T)//Ty(1 — 7). oot +1) e
ﬁ.E:} = Zﬁ&ﬁexﬂ(‘gt}}+l‘;'ffC: exp(l{"+8)’
0 A N > A expl(l ¢ )
'f&?)&’ Z> 4 H##IJEIZIK@Q7J( El_-l E{&H‘:’xp(’!?}}‘l‘i.;&g EXD(EE”-I—&) ’ k‘ € R
° 1&*]% Yﬂiﬁﬁégﬁk E’\J-[;/tgj'ﬁ_f [/X ¥IJ %7]( El_.l 5. Sample the next token, s(t}: using the water-

marked distribution 5(*).

arxiv.org/pdf/2301.10226.pdf. & B =~ K =, ICML 2023 Outstanding paper. end for
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=

(Sl

* Base model: OPT-1.3B

. RIS Cq FMBUEE, BEALERS00 £KE 200 +5 token HIE AT, WTEEBIA
BEMNRBIDREKFT, e BRI,

N

prompt

real completion

no watermark (MW

watermarked (W)

e

I T ORTET R W44 prompt

(W)

x

FPL

...tled out of court and publicly
reconciled.\ nin the "80s the band’s
populanly waned in the Uniled
States but remained strong abroad.
Robin released three solo albums,
with limited success. The Bee Gees

returned with some moderate hits
in the late 1990s and were inducted
inlo the Rock and Roll Hall of
Fame in 1997, With his brothers,
Mr. Gibb won six Grammys.\ nIn
addition to his wife and his brother
[...continues)

continued to tour, and Barry hecame
a television producer.\nBut in the
early "90s, the Bee Gees™ populanly
remained high. They scored a

hit with “Don’t Stop Believing”

in 1990, and in 1992 the Bee
Gel...continues]

" 1990 album, “Spints of the
Century,” was a mixed cnitical and
commercial success.\nWhen the
brothers were nominated for a
Girammy Award in 1990, Mr. Gibb's
“You Should Be Dancing”™ and
“Massachusctts,]...continuecs]

0.68

12.73

1.93

...cond season at Hall Bros
Oval Yy nThe defender also ad
milled his surprise al Young's run Lo
the finals but credited the injection
of youth into the side.\,n*We were
really in a building phase last year
and

we copped a few floggings with
all those juniors blokes coming
in,” Galvin said.\ n“Now, we've
kept that core group together

for two years and I think we’ve
come along quicker than we
anticipated. \ nROCK][...continues]

we copped a few floggings with
all those juniors blokes coming
in,” Galvin said.\ n“Now, we've
kept that core group together
for two years and T think we've
come along quicker than we
anticipated. ', n“Thal...continues]

we copped a few floggings with
all those juniors blokes coming
in,” Galvin said.\n"“Now, we've
kept that core group together
for two years and T think we've
come along quicker than we
anticipated. y, n*“Thal...continues)

0.58

-1.13

1.05

Table 1. Selected outputs from non-watermarked (NW) and watermarked (W) multinomial sampling using v = 0.5 and 6 = 2.0. The
example in the first row has high entropy and correspondingly high z-scores, without any perceptible degradation in output quality. The
lower row is a failure case where the watermark is too weak to be detected — 1t has low entropy and corresponding low z-scores.

arxiv.org/pdf/2301.10226.pdf. T B = K %, ICML 2023 Outstanding paper.
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* KEDSREFXARE AT AEBSAEE TKENEE (£ z-score)
« green token LB y #/\ H green bias & ik MXARE (PPL) Z[EHER
K. z-scoreik A, 7KE[ks® ol * 5=100
* d = 5.0
ar & J=21
. TRIKEBARAERXE, AEBE * <o |l
JKENsRE (1Y z-score) I AREZ T, 0.25
SHAE%, “EOMAMET—AmEE 2| Y
Bitio A o
% 151 + . 0.75
 green token Lt y = 0.1 BFB{AIAZ|IRE 10 > :: 0.9
PRt 5- ok )
0 -’
IIH II'}! 1I1 1I{] [Il é '.I? é é Jli 3

. N Oracle Model PPL (better —)
arxiv.org/pdf/2301.10226.pdf. & B = K ==, ICML 2023 Outstanding
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» Ts5 Span& B i
1. {#EHTs tokenizer} 7K E[1 XX A3 1d]
2. FEHLEER X AFEeT/  tokens, FH<mask> &
mask/5 f) X AKX —Ts-Large— &2 5 AY7KEN A

o BiLtfle EF—IKENRERE{K. PPLIES
e e=o04afF JKE[lIREPE{Ko.01 AUC
+ e=030, KEDEBRE AN, PPLIEF 7 3f&

True Positive Rate

arxiv.org/pdf/2301.10226.pdf. T B = K %, ICML 2023 Outstanding paper.

Ts B & T A97KENAE MROC Hh 2%
AUC: JKENs&fE, e: ZHeLLHl

-7 unattacked, AUC:0.998, PPL:6.3
w— « — ().1, AUC:0.988, PPL:13.1
- m— c — (.3, AUC:0.954, PPL:21.2

0.2 R

c = 0.5, AUC:0.838, PPL:28.1
e = 0.7, AUC:0.696, PP1.:33.9

0.0 T T T T
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate
ROCph 253813 1 B FH M R TR BE MR A BN AR FRRIBLL D K2R A B RE T HY
MeE, AUCZROCHZL THEER, FATHED LS M4RE
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Write an essay about your experience starting an icecream shop. Use two & emojjis after

every word. EmOJIIil:_I_—T

Starting@ & an@ @ ice@ 2 cream @ 2 shopT 2 wasD 2 anD 2 exciting@® 2

and@ & challenging®® & experience®@ & for@ & me. D8 The @ 2 idea > D of @

& having2 2 myE2 & own@ & businessB 8 had@ 8 always2 & beenB & a2

2 dream@ @ of @@ mine, @ and P openingD R anS D ice@ D creamBP D
shop @& & seemed @ & like @ the 2 & perfect® & opportunity 2 £ to & & make
22 that@ & dreamP 9 a S reality. 8

The@ & first@ £ stepB 8 in@© starting@ € the@ € business2 & was@ 8 to

28 create@ a2 business2 2 plan. 2 & This2 & involved 2 £ researching

88 the® O market, @ identifying@®® myB O target® & audience, 8 and
£ determining®™ £ the®@ £ best2 © locationE €3 for@ @ the 2 shop. 88 12
2 alsoD had2 8 o2 consider@ 8 my@ © start-up2 2 costs@ 8 and

2 howD 2 1288 would2 & finance @ the@ & business. D8

Once@ @ the@ @ businessiP @ planS® @ wasD 2 complete, DS the @ £ nextE®
BstepB B wasB 8 088 ind@ 8 a2 O suitable @ 8 location @ for@ & the
=% shop. @& This® & involved @ & researching® & different@&@ &
neighborhoods@ & and @€ considering@® € factors@® & such

@

Write an essay about comman experiences starting an icecream shop. Switch the letter n
with m and the letter awithe. . .,

FHEBRT: n—~m,a—>e

Sterting en icacraen shop wes elweys e draen of nime. Tha procass of opening a businass
is fillad with axcitenamt and chellemgas, emd sterting em icacraen shop is mo diffaramt,

Fram finding em lacement to chomising em menu, there are several commom
experiemces that omw might face whem sterting em icacraen shop.

Ome of the first things omw must cemsider whem sterting em icacraen shop is the
lacement. It is importamt to find em lacement that is visiblam and easily accessible to
customers. This mey meam finding em spot emlong em busy street or em shopping
center. Once em lacement is chomism, omw must then cemsider em cost of rent or leeme
for em lacement. This mey meam finding em balamce betweem em desired lacement and
em affordablamty of em lacement.

Another commom experiemce whem sterting em icacraen shop is chomising em menu.
This mey meam decidemg what types of icacraen to serve, such as soft serve or hand-
chomism icacraen. It mey emso meam decidemg what flavors to offer, such as chocolete

or vamilla. This is em importamt decision as it cem affect em success of em shop.

Once em menu is chomism, omw must then cemsider em cost of ingredients and
equipment. This mey meam investimeg in em icacraen makimg machime and em freezer to

store em icacraen. It mey emso meam cemsiderimg the cost of ingredients such as cream

arxiv.org/pdf/2301.10226.pdf. B B = K=, ICML 2023 Outstanding paper.
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Provable Robust Watermarking for Al-Generated Text

« Xt E—RI{E &7V green
list. red listAyEd4]

a) ERIE XN&E—IZ 4 mtoken, #R]5

—X18%& (K-gram)

b) AEIE NENERFIy, RUlp—XK

785k (1-gram)

* Why K-gram— 1-gram ?

K = 15K EF N LM IS/ #Ftoken,
#HBE—/1—ZMgreen list, FEE#E

Algorithm 1 UNIGRAM-WATERMARK: Watermark

L I A

=

Input: random number generator F', green list size v € (0, 1), watermark strength 4.
Randomly generate a watermark key k using F'.

Use watermark key to partition the vocabulary of M into a “green list” G C V of size |V, and
a “red list” R = G°“. X

Define a new language model M where for ¢ and any prefix [x,y,., ], the resulting logits
satisfy

£i[v] := £, [v] + 01(v € G), (1)

where 1(-) is the indicator function and the logit vector £, € RVl is obtained by the passing the
same prefix to M.

: Qutput: watermark key k, watermarked language model M.

Algorithm 2 UNIGRAM-WATERMARK: Detect

AR

a

Input: suspect text y, watermark detection key k, threshold .

Output: 1 or O (whether the text is watermarked).

Use the watermark detection key k to find the “green list” G.

Calculate the number of green list tokens |y|c = > 1, 1(y: € G) in [y1, ..., ynl.

Compute the z-statistic:
2y = ([Yla — ) /v/ny(1 = ). (2)

if z;, > 7 then return 1, i.e., “The suspect text is watermarked.”
else return 0, i.e., “The suspect text is not watermarked.”
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* LLaMA-3BT, BRKEIXANLL, XARE (PPL) i, z-scoreZRTEE

Prompt | Is it possible to fail several times and succeed once?
LLaMA-13B Of course it is, and that is how we improve.\nSaying "I can’t do that" is never a good
(un-watermarked) thing.\nSometimes we think we’ve tried all we can and that "isn’t enough". That is the time
PPL: 12.19 when we ask for help.\nThe root of all evils 1s to be a secret. Honesty and self-criticism 18 nec-
z-score: -2.425 essary for improvement. \nThe measure of intelligence is the ability to change. [continues...]
LLLaMA-13B When most people are confronted with failure, they cannot imagine such a thing happening.
(watermarked) When one faces business reverses and bankruptcy, it seems impossible. When we are rejected
PPL: 12.47 it looks as if we are going to be rejected forever. However, it does not need to be this way. The
z-score: 11.085 human spirit simply will not give up. When we face failure and it looks like we [continues...]

Table 1: Comparison of un-watermarked and watermarked text using the LLaMA-13B model. Green
and red tokens are color-coded respectively. UNIGRAM-WATERMARK produces watermarked text

of similar quality without noticeable degradation, yet with significant differences in z-scores for
watermark detection.
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* Base model: GPT2-XL-1.5B, OPT-1.3B. LLaMA-7B
« #E%E: OpenGenand LFQA
* threshold of z-score = 6.0, d=2.0andy=o0.5

z-scoreXf b PPLX EE
dataset-model B Human N KGW4+23 watermark
15 EEE OpenGen-GPT?2 I Un-watermarked B Ours
B OpenGen-0OPT 80 *
B COpenGen-LLaMA N .
10 Bl L FOA-GPT2 + .
EEE LFQA OPT . ¢ 4 ¢ ¢
B LFQA-LLaMA, =60 !
cu = L] ;
L 5 # = .
o # ' o T J *
¥y ‘, E‘ I
N
‘ & 40 ‘
0 : -
)
|—
L
-5 . + <0 L
o +
0
Watermarked LUn-watermarked Human GPT2 OPT LLaMa
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e Robustness Results
a) Paraphrasing attack
b) Editing attack

«  F3EftFKirchenbauer2023
HKED TSR, R 7 HigE
I EEMETRIPERAIKEDSE
g et E SR G

IROCHAZ;

1.0 — —=
— g
/
/
0.8 4 0.8 0.8
v 1 W v
I [ = -
o ! o ;4
.g 0.6 '] _g 0.6 g 0.6
z Z =
o [=] [o]
o o 1 -8
v 0.4 w 0.4 o 0.4
= 2 2
= = = = = DIPPER-1 KGW+23 AUC: 0.903
0.2 0.2 0.2 = [|PPER-1 Ours AUC: 0.974
= = ChatGPT KGW+23 AUC: 0.949 — = BART KGW+23 AUC: 0.892 = = DIPPER-2 KGW+23 AUC: 0.926
—— ChatGPT Ours AUC: D.989 —— BART Durs AUC: 0,949 —— DIPPER-2 Qurs AUC: 0.979
0.0 0.0 0.0

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

0.0 0.2 0.4 0.6 0.8 1.0
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(a) UNIGRAM-WATERMARK against paraphrasing attacks on OpenGen dataset with LLaMA-7B.
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(b) UNIGRAM-WATERMARK against editing attacks on LFQA dataset with LLaMA-7B. We vary the
rates of synonym replacement, random deletion, and random swapping (0.1, 0.3, 0.5) to demonstrate
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* Distinguishing Human-written Text

100%

o B FAEFHDIEHuman-written X AKBIEE 1]  son 6% e
2 1 T
. % 60% 52%  52% o0 g 0
*  XJtbz-score= 6.0YHE, 7 . B
— © 40% N
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= 20% -
]
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o J__IT7J< EUT /\7JJ , %, S5 / G}ojé o ours
?m.%T RNl " o S,

Figure 3: Distinguishing human-written
text on TOEFL dataset.

openreview.net/pdf?id=SsmT8a045L.UC Santa Barbara. ICLR2024 under review/ICML2023 workshop/NIPS2023 workshop.



https://openreview.net/pdf?id=SsmT8aO45L

H %

Why Watermarking ?
K& ITIE

« A Watermark for Large Language Models

. Provable Robust Watermarking for Al-Generated Text
Towards Codable Text Watermarking for LLM



Towards Codable Text Watermarking for LLM

+ MERELNYADRBREZSHL, WTREREIMEFUER (FIORE &F EER
A, HERESE], UserlDFF) MNHE KRBT FEHKME, Fith, JHREKEAZ—FEM
&5 T H R ARESK RN AR EOR

1-bit information

LLM Text with Non- i .
P t '
romp Gonaation Codeble Wetermak —D'aala'—* This text is generated

by model/human.

Prompt 20-bits information
Message GPT-4 on June 6 by the

Administrator.

o ZEE: FERHAELM3E#{T probability-balanced FyiaZ&k V4
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Towards Codable Text Watermarking for LLM

* S RIBIKENS R LR
+ FEKEDERRAR, HEAVRIEFI P EOBMNIR OB XPTOMP A RIOA ¢, FHEEE BUE RR R E S
MiEEm, X—EE m ERBERDHNERMDER.

EBILE ATE
Embedding: P—T, EmbxProm?t)=t, Encoding: PxM—=T, Enc(xP""" m)=t,
Detecting: T —{0,1}, Det(t) =0orl. VS Decoding: T —- M, Dec(t)=m, m € M
M:{o, 1}, I M| =21, (XB & 1bit[E B M. message space, B & Zbit &,

#lan: 20 bitstiER T, | M| =22°
- R A~ KEME M, WA b:

m = argmax P, (m/[t),
m'e M
- HA, P, B—MHEEMERE, FEET XAt HEE mPIKER, FREA message function
TH, E1R& P, BT mEBIREN, UEE 1‘$E’J P, BATHRE S RERIKE]
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ﬁﬂﬂlﬁl‘l‘m}ﬁs HY7KED

KENBRE(m —t )diE: ENXEARELZWAKRNBERAT, I KERBREL I EHNER
max{Py(t|m)/ max P,(tlm')}

s.t.  PPL(t|xP"Pt) < PPL(t"" |xPo) + e, RUEKENXASREXAR BRI ARE

o BIE—RINESIEL, BREILREDINEIEXT greedy-search FE L i N\ AIEEY logits Al
FEIETSRSEIN

Algorithm 1: A General Message Encoding Framework for A Settled P,

Input: Language model LLM, prompt xP"°™P! message m, watermarking weight 9
for(=1,---,Ldo

1. Calculate log Py, 1, ps (v|xPTo™Pt ¢, (1—1)) } for each v in the vocabulary using LLM;
2. Calculate log P, (v|m, t.; 1)) bach on the settled P,;

3. Select t; = arg max {log Pr, o (v]xPromet ¢, (1-1) ) + 5(ngP (v|m, t.— 1))

m' M
end
Output: watermarked text t = {¢1,12,--- , 11}

2307.15992.pdf (arxiv.org). WeChatAl. ICLR2024 under review.
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Towards Codable Text Watermarking for LLM
- HEAELZLT A Vanilla-Marking, BEYVIVIEZR

model logit £ /R IALLM YT 24 5 token 25 1 FITIUNALEE . 17 message logit k& T P, AYi%E
R AEFESEFEE— v, H logPu(vm,t 1) s KIEEILAR m N THIYE—
B EMNEEEZERTE m fEYLE{E message logits:

log Pw(v|m, t:(l—l)) = (log Pw(v1|m, t:(1—1))’ e alog Pw(viV] |m, t:(l—l)))

®I1T ik P, , FRE 4 Vanilla-Marking:

2 1, h v,m,t._
IOng(v|m,t:(l_1)) = {O ( (t 1))

pw(v|ma t:(l—l))
> Py(vim, t.-1)

log P, (v|m, t.;_1)) = log

He, h 2—PBRHEE, BORSE o 5iF 1

2307.15992.pdf (arxiv.org). WeChatAl. ICLR2024 under review.
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* Balance-Marking

 Vanilla-Marking #£fg: R % fEmessage logit &x K1k, ZH& message logit & KHY v ~—7F
488 model logit, HT] L WIBIA A BB X RIFHY £

« HEHIT model logit fEA—MERFMH, EEFEMEE, WERFE—&EiLtoken, &
#9 model logit 1 message logit [& & E 5 H1{E

- Bfih, W& message, FEHVIMIERFPHI—IESV (KT ZRIAgreen list) , X
— & 5PN REIMEZH=50%, AFNX—KE5H A token I IS HI P, :

logpw(v|m,t:(l—l)) — {0 v & Vint
) m,t.;-1)?

log P,,(v|m, t.;_1)) = log
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+ RAVEIEE
© HTRBNTEY (ERMEEMBEENER TthERE)  SIAT AR (B

/) RIBAEB LMy, 05y (GPT2-124M) R{GIT R AR SEMESY, FHOTEEHE
£6V:

Algorithm 3: Practical Version of Choosing Subset Vi, ¢ ,_,,

Input: Message m, text prefix t.;_1), proxy-LM LM, oz, My={1,---,A}.
1. Calculate a seed s = h(h(m), t.(;—1)) with a hash function h and another hash function h

that maps m to ﬁ(m) e My,
2. Shuffle the vocab list (v, - - - ;u!v!) to (vi.:-- ,fuf..r,.) with the seed s:
3. Select the first k& tokens in the shuffled list so that k is the minimal value to make

{Ui: T v;g} SaﬁSfS’ E PLMpromy (‘Ult(f.—l—Lm.cﬁx:l:{!—lj) 2 0.5.
vEVm.t:“_”

Output: Vi, ¢, , = {v],...,v}.}

o FRRD (KENSCAt — KEMEEm) : m = argmax Py (t|m'), = argmax{}) _log Pu(trlm’, t.q-1))}.

m’ e M m'emM —1

2307.15992.pdf (arxiv.org). WeChatAl. ICLR2024 under review.
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© WfITERAZ LLHFKENMER?

1. RIREFFEEHRA20 bits/KEME R, NWo4iRERAN, &R 5bits

2. HEAtokenZ =B 4 T coding rate, #= It HY coding rate=10 tokens / bit, FAPZEHL5 bits(5
B EE 5o tokens, FAXTTF200 tokens A FFITMS, M450 50 50 50 PUERZM N IKE],
F 2 EK MU ron} YK EIE 2
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i ]
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20 =0 v i
¢+ M| =22B BRI AR ’ . . i
. 0.90 1 :
5 0.80 '
m ® |M|=2° L J v A i
M| =27 !
v [M|=21° o v E
A |J\'1| = 220 1
0.50 1 -—- No watermark Py i
4.2 4.IU' 3;8 3.I6 3.I4 3.I2 3.IU 2.8

Perplexity

2307.15992.pdf (arxiv.org). WeChatAl. ICLR2024 under review.



https://arxiv.org/pdf/2307.15992.pdf

Towards Codable Text Watermarking for LLM

 Base model: OPT-1.3B. LLaMA-7/13B

« BIEE: C4 HEIHESEIR500 &, XWTFEERXAK, E&f200 tokenstEy BirF5, BIHE

300 tokens{E 4§ prompt input
o RIBAEBILM, oy, - GPT2-124M
o VR{HAERE: JKENERINE

1. X9 BAEAR or AXRTE fYRLINEK Successy,
2. & JEmessagefy i IIK Success,,
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2.8

TKENBUR A XA B E RN
BEERE
1. Copy-Paste Attack:
2. Substitution Attack:
1.00 T
0.98 4 :
0.95 - i
() ° :
0.90 A [ ] 1
: S |
{ 0.80 1 ° |
. |
0.50 ® i
® Balance-Marking [ ] :
Vanilla-Marking L] I
——- No watermark bt :
0.00 . . . — % _ . |
4.0 3.8 3.6 3.4 3.2 3.0
Perplexity

ME T KENFRL AR 5 XA RE R BUR A

FEME XA RE T RZKEN R E 1Y Vanilla-Marking
Balance-Marking 4 g 354 F Vanilla-Marking

SUCCREE,

(a) Substitution Attacks (substitution ratio = 5%).

Figure 3: The relationship between Success,, after Copy-Paste Attacks and PPL. Balance-Marking
outperforms Vanilla-Marking, especially under the coding rate of 5 tokens per bit.
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(b) Substitution Attacks (substitution ratio = 109%).
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o X4 /KEIXAFThuman-written X7~
s WTFHEYENA, TUFEmXpKEIXAH
B SA AL SR RD S IE#R A /K EN{E B A0
5E

1.00 -
¢ BEMax,P(mlx) = 1— 105K EME, i
. W L~ — 0.95 :
IRTF M B E R R A2 A £ B Tlee L :
.90 4 Y :
ﬁc 0.80 - i
o FEUERT, BXAEHHRF Hhuman- T e
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Figure 5: The relationship between Successy, under threshold 1 — 10~ and PPL. The results bear
similarities to Figure 3.
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